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                CloudStorm 25GE Application and Security Test Load Module

                æŠ€æœ¯èµ„æ–™

                
                    Cloud-Scale Application Delivery &  Network Security Test Platform

 

Problem: An All-Encrypted World and Increasing User Experience Expectations

 

Massive concerns around security are driving an increased use of encryption. An all-encrypted world is not far away. At the same time, the scale of traffic continues to grow at an exponential rate and the industry is moving to new cloud-based architectures. Users of services and applications, however, continue to expect their experience to be at or above the current level.

 

To keep pace, network equipment manufacturers race to build higher-scale, more capable network security and application delivery solutions.  In turn, the worldâ€™s largest cloud data center operators struggle to find the right balance between performance and security in todayâ€™s hyper-scale, dynamic world. The uncertainty that comes with this change is best mitigated through cloud-scale validation.

 

Solution: Unified, Cloud-Scale, FutureProof Testing

 

Ixiaâ€™s CloudStormTM is an industry-first 2.4 terabit application and security test solution that not only meets todayâ€™s need, but that of the future. CloudStorm delivers 3X-application and 4X-SSL-emulation scale over any other test system. It helps NEMs shortening their development cycles, and enterprises and data center operators find the right balance between mitigating security risks and delivering high end-user  application performance.

 

Each CloudStorm load module supports two native QSFP28 100GE interfaces with an innovative architecture that allows concurrent emulation of complex applications, unprecedented SSL encrypted applications, and a large volume of DDoS traffic to validate your network infrastructure is high performing and secure. CloudStorm is the industry first solution to break the SSL and DDoS test barriers, achieving over 960Gbps of traffic with strong encryption and ciphers or 2.4 terabit DDoS throughput in a single chassis. CloudStorm is driven by Ixiaâ€™s BreakingPoint and IxLoad applicationsâ€”industry-leading test solutions for application delivery and security resiliency testing.

 

Highlights

 

â€¢ Massive-scale under realistic traffic conditions, CloudStorm is the first multi-terabit solution â€” 2.5 â€“ 3X application performance 

â€¢ Hardware-based SSL acceleration delivers 4X  encryption performance

â€¢ Emulate multi-terabit DDoS and botnet attacks to futureproof security solutions

â€¢ Unified application and security test platform, with  Layers 2-7 capabilities and support for BreakingPoint  and IxLoad software

â€¢ Multi-rate ready: future-proof your investment with CloudStorm; capable of supporting 100/50/40/25/10GE on a single port

â€¢ Multi-user environment leverages the per-port user ownership model for all ports on the test modules installed into the chassis

 

Product Capabilities 

 

CloudStorm provides cloud-grade L4-7 application performance with fully integrated L2/3 stateless traffic support, for exercising the systems under test in real world conditions, helping the customers to easily identify the performance and interoperability issues. The modular architecture of the solution allows linear performance scaling to multi terabit, by populating an Ixiaâ€™s XGS12-HSL chassis with multiple CloudStorm load modulesâ€”up to 12.

 

CloudStorm breaks the SSL and IPsec speed test barriers, with its capability to benchmark 960Gbps  of encrypted traffic from a single fully populated XGS12 chassis. Powered by encryption hardware offload, CloudStorm enables data center operators to find the right balance between security and enduser quality of experience as traffic is moving toward total encryption, with HTTP/2, 2/4k keys and ECC ciphers are adopted.

 

The proliferation of IoT poses new security risks, as highjacked IoT devices can easily be used to generate ground-breaking DDoS attacks. Also, network infrastructures need to be able to support billions of concurrent connections to service these IoT devices. CloudStorm allows future-proof validation of cloud data center infrastructure and DDoS mitigation devices by simulating IoT device behavior under a deluge of legitimate IoT and botnet traffic. With the capacity to generate 1.4 billion concurrent sessions and 2.4 Terabits of DDoS traffic from a fully populated chassis, CloudStorm allows organizations to assess their mitigation solutions, as well as people and process.
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                --è¯·é€‰æ‹©--
United States
United Kingdom
Canada
India
Malaysia
Netherlands
Australia
South Africa
France
Germany
Singapore
Sweden
Brazil
Afghanistan
Ã…land Islands
Albania
Algeria
American Samoa
Andorra
Angola
Anguilla
Antarctica
Antigua and Barbuda
Argentina
Armenia
Aruba
Austria
Azerbaijan
Bahamas
Bahrain
Bangladesh
Barbados
Belarus
Belgium
Belize
Benin
Bermuda
Bhutan
Bolivia
Bosnia and Herzegovina
Botswana
Bouvet Island
Brit/Indian Ocean Terr.
Brunei Darussalam
Bulgaria
Burkina Faso
Burundi
Cambodia
Cameroon
Canary Islands
Cape Verde
Cayman Islands
Central African Republic
Chad
Chile
China
Christmas Island
Cocos (Keeling) Islands
Colombia
Comoros
Congo
Congo, The Dem. Republic Of
Cook Islands
Costa Rica
CÃ´te d'Ivoire
Croatia
Cyprus
Czech Republic
Denmark
Djibouti
Dominica
Dominican Republic
Ecuador
Egypt
El Salvador
Equatorial Guinea
Eritrea
Estonia
Ethiopia
Falkland Islands
Faroe Islands
Fiji
Finland
French Guiana
French Polynesia
French Southern Terr.
Gabon
Gambia
Georgia
Ghana
Gibraltar
Greece
Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guinea
Guinea-Bissau
Guyana
Haiti
Heard/McDonald Isls.
Honduras
Hong Kong, China
Hungary
Iceland
Indonesia
Iraq
Ireland
Israel
Italy
Jamaica
Japan
Jordan
Kazakhstan
Kenya
Kiribati
Korea (South)
Kuwait
Kyrgyzstan
Laos
Latvia
Lebanon
Lesotho
Liberia
Libya
Liechtenstein
Lithuania
Luxembourg
Macau
Macedonia
Madagascar
Malawi
Maldives
Mali
Malta
Marshall Islands
Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia
Moldova
Monaco
Mongolia
Montserrat
Morocco
Mozambique
Myanmar
N. Mariana Isls.
Namibia
Nauru
Nepal
Netherlands Antilles
New Caledonia
New Zealand
Nicaragua
Niger
Nigeria
Niue
Norfolk Island
Norway
Oman
Pakistan
Palau
Palestinian Territory, Occupied
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Pitcairn
Poland
Portugal
Puerto Rico
Qatar
Reunion
Romania
Russian Federation
Rwanda
Saint Kitts and Nevis
Saint Lucia
Samoa
San Marino
Sao Tome/Principe
Saudi Arabia
Senegal
Serbia and Montenegro
Serbia
Montenegro
Seychelles
Sierra Leone
Slovak Republic
Slovenia
Solomon Islands
Somalia
Spain
Sri Lanka
St. Helena
St. Pierre and Miquelon
St. Vincent and Grenadines
Suriname
Svalbard/Jan Mayen Isls.
Swaziland
Switzerland
Taiwan, China
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo
Tokelau
Tonga
Trinidad and Tobago
Tunisia
Turkey
Turkmenistan
Turks/Caicos Isls.
Tuvalu
Uganda
Ukraine
United Arab Emirates
US Minor Outlying Is.
Uruguay
Uzbekistan
Vanuatu
Vatican City
Venezuela
Viet Nam
Virgin Islands (British)
Virgin Islands (U.S.)
Wallis/Futuna Isls.
Western Sahara
Yemen
Zambia
Zimbabwe
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èˆªç©ºèˆªå¤©/å›½é˜²ç”µå�
æ±½è½¦
æ¶ˆè´¹ç±»ç”µå�
æ•°æ�®ä¸å¿ƒ/äº‘æœ�åŠ¡æ��ä¾›å•†
æ•™è‚²
ç”µå�äº§å“�ç”Ÿäº§å•†
èƒ½æº�/åŸºç¡€è®¾æ–½
é‡‘èž�
æ”¿åºœéƒ¨é—¨
ç‰©è�”ç½‘ç”µå�äº§å“�
åŒ»ç–—/ä¿�å�¥
ç½‘ç»œè®¾å¤‡åˆ¶é€ å•†
é‡�å�æŠ€æœ¯
é›¶å”®/åŒ»ç–—
å�Šå¯¼ä½“
Â è½¯ä»¶å¼€å�‘
è¿�è�¥å•†
æµ‹è¯•å®žéªŒå®¤
äº¤é€šè¿�è¾“
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 < 2 å¹´
2 - 7 years
 > 7 years
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                --è¯·é€‰æ‹©--
è¡Œæ”¿ç®¡ç�†
æ€»å·¥ç¨‹å¸ˆ/éƒ¨é—¨ä¸»ç®¡
æŠ€æœ¯ç»�ç�†
è�Œå‘˜
å¦å‘˜
å’¨è¯¢é¡¾é—®
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                    --è¯·é€‰æ‹©--
ç‰ˆå›¾è®¾è®¡
æ•°å—ï¼šé«˜é€ŸæŽ¥å�£
æ•°å—ï¼šå…‰é€šä¿¡
IT/ä¿¡æ�¯æŠ€æœ¯
L2-7 ç½‘ç»œè®¾è®¡/è¿�è�¥
ç”µæº�ï¼šä½ŽåŠŸè€—åˆ†æž�
ç”µæº�ï¼šè½¬æ�¢å’Œè°ƒç�†
äº§å“�ï¼šç¡¬ä»¶æµ‹è¯•
äº§å“�ï¼šå¤šç³»ç»Ÿé›†æˆ�
äº§å“�ï¼šè½¯ä»¶æµ‹è¯•
è´¨é‡�ä¿�è¯�
å°„é¢‘ï¼šæ¨¡æ‹Ÿ/æ··å�ˆä¿¡å�·
å°„é¢‘ï¼šå¤–åœºæµ‹è¯•
å�Šå¯¼ä½“æµ‹è¯•
Software: Development
è½¯ä»¶é›†æˆ�
å…¶ä»–ï¼šé�žæŠ€æœ¯äººå‘˜
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