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                Keysight vTaps and Vision ONE Addresses Changing Government Infrastructure

                Case Studies

                
                    Overview

 

Most government agency data centers in the United States are policy driven with procedures in place for monitoring everything occurring within each center. Many are now highly virtualized, and while the information technology (IT) teams recognize that visibility gaps exist, many are not aware of a solution. The Keysight account team introduced this large federal agency to Keysight’s integrated virtualized visibility platform, which maximized monitoring effectiveness by ensuring proper access to the data the customer needed, when and where it needs it.

 

The customer IT team maintains a high level of visibility into physical networks by using numerous security, forensics, and application performance monitoring tools to perform extensive inspection. With most servers deployed as virtual machines (VMs) in a VMware stack, it recognized the visibility gap created by east–west traffic flowing between VMs. The customer recognized the need for a more reliable and holistic view of the network, traffic flows, and problem points. It decided to expand beyond basic virtual data access via native port mirroring and debugging by implementing an endto-end visibility architecture that uses virtual taps (vTaps) for access, and network packet brokers (NPBs) to bolster security, simplify management/configuration, and improve the efficiency of its monitoring tools.

 

Moving to a fully virtualized data center, the customer had significant blind spots for east–west traffic between application and web service tiers running on the same host. Normal port mirroring offered by VMware ESXi did not work as the customer encountered multiple technical issues:

 

	In order to get access to packet data between VMs, the customer considered leveraging the natively available port-mirroring options on VMware’s ESXi. However, this would create a number of security issues in a highly controlled environment.
	Not being able to filter at the source caused significant issues due to infrastructure change, cost requirements, and the amount of traffic to transfer from one data center to another.
	The customer needed to tap the virtual traffic in one data center and forward it to a different data center, where its analytics tools were located. The lack of tunneling options and difficulty in managing these (provided by VMware’s native hypervisor environment) made it difficult to implement distributed end-to-end visibility.
	Enforcing security policies in a highly dynamic virtualized environment required continuous access to application data of interest, irrespective of VM mobility events. • Enabling mirroring affected the performance of key workloads running on the same host.


 

The Keysight Solution

 

What made Keysight’s intelligent visibility platform especially powerful and best suited for this customer was the combination of vTaps and Vision ONE’s intelligent packet processing capabilities. Together, these functions enabled packet and application data manipulation; NetFlow generation with advanced application identification and geographic location; secure sockets layer (SSL) decryption, load balancing; and many advanced packet processing capabilities, like deduplication, header stripping, and fragmentation. Examples include filtering at the application level, the generation of NetFlow data, SSL decryption, the generation of geo-location of users and devices, and the capture of browser information. The solution provides unprecedented insight into network traffic in both physical and virtualized multi-tenant environments.

 

Additionally, the customer recognized the following features of Keysight’s vTaps as essential to implementing pervasive end-to-end visibility in its environment:

 

	100% visibility of east–west, inter-VM traffic.
	Multiple tapping and tunneling options for data distribution, including Generic Routing Encapsulation (GRE), virtual local area network (VLAN), and encapsulated remote switch port analyzer (ERSPAN) allow maximum flexibility to provide data access and distribution across various remote sites and virtualized data centers.
	Non-proprietary and tool agnostic, able to send traffic to any existing security or performance monitoring tool.
	Easy and quick deployment to an entire virtual data center with VMware’s vCenter.
	Hitless plug-in installations with no required VM maintenance mode.
	vMotion support, allowing the customer to migrate running VMs from one physical server to another without downtime and ensuring persistent access to virtual workloads being monitored.


 

After trying out 100 vTaps, the customer recognized Keysight’s visibility solution benefits and is preparing to roll it out across all seven of its data centers. This will result in the deployment of several thousand vTaps and numerous NPBs throughout the network.
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United States
United Kingdom
Canada
India
Malaysia
Netherlands
Australia
South Africa
France
Germany
Singapore
Sweden
Brazil
Afghanistan
Åland Islands
Albania
Algeria
American Samoa
Andorra
Angola
Anguilla
Antarctica
Antigua and Barbuda
Argentina
Armenia
Aruba
Austria
Azerbaijan
Bahamas
Bahrain
Bangladesh
Barbados
Belarus
Belgium
Belize
Benin
Bermuda
Bhutan
Bolivia
Bosnia and Herzegovina
Botswana
Bouvet Island
Brit/Indian Ocean Terr.
Brunei Darussalam
Bulgaria
Burkina Faso
Burundi
Cambodia
Cameroon
Canary Islands
Cape Verde
Cayman Islands
Central African Republic
Chad
Chile
China
Christmas Island
Cocos (Keeling) Islands
Colombia
Comoros
Congo
Congo, The Dem. Republic Of
Cook Islands
Costa Rica
Côte d'Ivoire
Croatia
Cyprus
Czech Republic
Denmark
Djibouti
Dominica
Dominican Republic
Ecuador
Egypt
El Salvador
Equatorial Guinea
Eritrea
Estonia
Ethiopia
Falkland Islands
Faroe Islands
Fiji
Finland
French Guiana
French Polynesia
French Southern Terr.
Gabon
Gambia
Georgia
Ghana
Gibraltar
Greece
Greenland
Grenada
Guadeloupe
Guam
Guatemala
Guinea
Guinea-Bissau
Guyana
Haiti
Heard/McDonald Isls.
Honduras
Hong Kong, China
Hungary
Iceland
Indonesia
Iraq
Ireland
Israel
Italy
Jamaica
Japan
Jordan
Kazakhstan
Kenya
Kiribati
Korea (South)
Kuwait
Kyrgyzstan
Laos
Latvia
Lebanon
Lesotho
Liberia
Libya
Liechtenstein
Lithuania
Luxembourg
Macau
Macedonia
Madagascar
Malawi
Maldives
Mali
Malta
Marshall Islands
Martinique
Mauritania
Mauritius
Mayotte
Mexico
Micronesia
Moldova
Monaco
Mongolia
Montserrat
Morocco
Mozambique
Myanmar
N. Mariana Isls.
Namibia
Nauru
Nepal
Netherlands Antilles
New Caledonia
New Zealand
Nicaragua
Niger
Nigeria
Niue
Norfolk Island
Norway
Oman
Pakistan
Palau
Palestinian Territory, Occupied
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Pitcairn
Poland
Portugal
Puerto Rico
Qatar
Reunion
Romania
Russian Federation
Rwanda
Saint Kitts and Nevis
Saint Lucia
Samoa
San Marino
Sao Tome/Principe
Saudi Arabia
Senegal
Serbia and Montenegro
Serbia
Montenegro
Seychelles
Sierra Leone
Slovak Republic
Slovenia
Solomon Islands
Somalia
Spain
Sri Lanka
St. Helena
St. Pierre and Miquelon
St. Vincent and Grenadines
Suriname
Svalbard/Jan Mayen Isls.
Swaziland
Switzerland
Taiwan, China
Tajikistan
Tanzania
Thailand
Timor-Leste
Togo
Tokelau
Tonga
Trinidad and Tobago
Tunisia
Turkey
Turkmenistan
Turks/Caicos Isls.
Tuvalu
Uganda
Ukraine
United Arab Emirates
US Minor Outlying Is.
Uruguay
Uzbekistan
Vanuatu
Vatican City
Venezuela
Viet Nam
Virgin Islands (British)
Virgin Islands (U.S.)
Wallis/Futuna Isls.
Western Sahara
Yemen
Zambia
Zimbabwe
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                --请选择--
航空航天/国防电子
汽车
消费类电子
数据中心/云服务提供商
教育
电子产品生产商
能源/基础设施
金融
政府部门
物联网电子产品
医疗/保健
网络设备制造商
量子技术
零售/医疗
半导体
 软件开发
运营商
测试实验室
交通运输
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                --请选择--
 < 2 年
2 - 7 years
 > 7 years


            

            
            
            
                工作类别*必填项
                --请选择--
行政管理
总工程师/部门主管
技术经理
职员
学员
咨询顾问

   
            

            
            
            
                    工作职务内容*必填项
                    --请选择--
版图设计
数字：高速接口
数字：光通信
IT/信息技术
L2-7 网络设计/运营
电源：低功耗分析
电源：转换和调理
产品：硬件测试
产品：多系统集成
产品：软件测试
质量保证
射频：模拟/混合信号
射频：外场测试
半导体测试
Software: Development
软件集成
其他：非技术人员

       
            

            
            
            
                岗位职称*必填项
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学术研究
应用程序管理
电路和版图设计
数字产品设计师
电子产品生产质检
销售工程师
终端系统测试
人力资源/财务/法务
实验室管理
市场/销售
网络/安全架构师
网络/安全运营
电源设计师
Procurement
Product Management
射频设计师
软件工程师
学员
测试工程师/技术员
其他：非技术人员
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                             需要技术支持
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                        建议的搜索 

                        
                        

                    

                    
                        
                            No product matches found - System Exception
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